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e Emerging non-volatile memory (eNVM):.
stores bits/values as conductance
e cNVM-based accelerators can mimic

Fig 3. Major milestones and deliverables of the IC design and manufacturing process

Designed and manufactured in a decentralized way  Motivate the supply-chain attack:
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eNVM cells holds synaptic weights
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(a). NN Layer to Synaptic Array (b). Synaptic Core Block Diagram  (c). Sample Synaptic Core Layout

Attack Procedure

We propose: 2- Phase attack strategy ( Trojan Embedding + Trojan Activation/Side channel | Recover more than
weight stealing) | ! - 90% of the weights
Phase-l:

Trojan-assisted power side-channel model extraction attack
e Malicious party embeds Trojan + Distribution of Trojan code (trigger)
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Area overhead 0.28 - .87% total overhead
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